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CYBERSECURITY & GEOPOLITICAL

LANDSCAPES FORECAST

RANSOMWARE

Remains the most
important cyber
threat as new groups
appear, and others
like Lockbit are
consolidated. We
expect new extortion
methods and dual

ransomware attacks

GEOPOLITICS

Geopolitics and
elections are likely
to be catalysts for
the evolution of the
threat
landscape in 2024 .

cyber
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MAJOR
TAKEDOWNS
Law enforcement

takedowns resulting
N migrations to
other platforms and
recruiting of old
integrants by other

groups
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CYBER
INSURANCE
Policyholders are
likely to face

unprecedented
challenge amid
soaring insurance

premiums

X

N

0-DAYS AND
SUPPLY CHAIN

The use of zero-day
exploits and supply
attacks to
broad

range of victims to

chain

target a

continue or

INcrease

LOLBINS

Living-Off-the-Land
Binaries and signed
system drivers will
likely circumvent
more often security
protocols and help

privilege escalation

P |

| € oD '

2y e g
.

e

MALWARE AS A
SERVICE

MaaS providers to

continue to refine
their functionalities
and provide services
at a cheaper rate.
New info stealer
variants with
enhanced features

to avoid detection

LB,
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STATE

SPONSORED
GROUPS

Sophisticated groups
will likely exploit edge

devices more often

7 QUOINTELLIGENCE

ARTIFICIAL
INTELLIGENCE

CTIl researchers will
likely uncover new
ways Al is exploited in
offensive operations
Al tools will likely
pose new data privacy
and confidentiality

issue for companies

GLOBAL
SHIPPING

Geopolitical

instability and
conflicts in Middle
East will likely result
in a surge in ocean

freight rates
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1. Script Individuals
2. Cyber Crime Groups
3. Cyber Crime Organasiations
4. Insider Threats

5. State Goverment Groups

Cyber Group Pattern Shift

1. Cyber Crime Groups
2. Cyber Crime Organisations
3. State Goverment Groups
4. Insider Threats

8. Script Individuals
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ENISA Threat Landscape 2025 J enisa m ENISA Threat Landscape 2025 > en}sq =
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Sectorial overview
Top 5 targeted State-aligned operations
sectors in the EU against EU Member States e

organisations persist
These reportedly include public e
administration, transport, digital ’

Threat Overview

38.2%
Public

Unknown

g A - = ’ State-aligned activities against EU o=t iy .

infrastructure and services, finance, \ ,’ Member States continued at a steady Ad mini St ratl on

and manufacturing, with essential 32 " tempo, with state-nexus Transpon-

entities representing 53.7% of the i cyberespionage activities notably - Publi; .Administration was

total number of recorded incidents. 7 targeting the public administration Inﬁasm?a‘g":fe' | identified as the most targeted
¥ sector, and Foreign Information & Services sector in the EU (38.5%),

Manipulation and Interference (FIMI)

increasingly targeting EU audiences. Finance | dominated by IOW-lmpact DDo%

| 1 (94.8%), with ransomware
particularly affecting municipalities.
Manufa(mring.

Media & l The transport sector came in second (7.5%),
Entertainment i ] DR

with most reported incidents pertaining to
air and logistics, with a particular focus on
targeting the maritime sector displayed by
state-nexus intrusion sets.

' / 7 Businessl
Hacktivism dominates g Services
incident volume in the EU ‘ Energyl

It was mainly driven by low-impact

DDoS campaigns targeting EU Education I
Me&l)hF;EF Sta‘ttl'e\S’ Oll'ggxsaft{onﬁc" t ki The strains Akira and SafePay were among While repartedly less targeted (2.2%), digital
websites, with only or Inciaents . s N
leading to service disruption. the most deployed, with a few incidents Hearml ! ! ! ! : !nfra- §truc_tqre and services in the EU, ;
resulting in service disruptions. | (l |) including Digital Services Providers remain
g = 10 15 20 %5 30 35 40 high-value targets, particularly in the frame
Share of incidents (%) of ir:jcidents Ieverz;gir;g c%/t;er dependencies
used as launchpads for follow-up attacks.
02 Share of recorded incidents by sector Source: ENISA dataset P Ui
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The Record. Mobile App  About Podcast Contact Q

Recorded Future’ News

Leadership Cybercrime Nation-state People Technology Subscribe

BRIEFS

Barracuda Networks issue added to CISA vulnerability list
‘Real-world experience' informs new Pentagon cyber strategy

Lender OneMain fined $4.25 million for cybersecurity lapses
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s Py — — " — a = L Iran-linked hackers Agrius deploying new ransomware against
' Israeli orgs

Health insurer says patients’ information was stolen in
ransomware attack

US sanctions North Korean entities involved in cyberattacks
and IT worker fraud

Cryptomining group traced to Indonesia uses compromised
AWS accounts

IMAGE: VENTI VIEWS/PHOTOMOSH

Spying campaign targets Ukraine, Israel, India, Kazakhstan and

Ransomware attack on maritime software impacts i ki L

1 ,000 Shlps FBI warns about fake job ads from cyber traffickers
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NAYTIAIA
Lloyd’s List: ®0pa kuPBepvoeniOeong pia
OTIC NEVTE VAOUTIAIOKEGS TNV TEAEUTaia
TpIETia

‘H&n BUpata eival yvwotd ovopata é6nwg Maersk, Cosco, CMA CGM, MSC,
Clarksons, DNV, to Tokyo MOU kai o AieBviag NautAiakég Opyaviopég (IMO)
oUppwva pe €peuva tng Lloyd’s List

Advertisement

Mgy PARTNER. SHIP. REDEFINED.



Email Security Journey — From Source to User

Multiple layers of Microsoft security technologies work together to protect every email
before it reaches the end user.

MAIL ANTISPAM DLP SANDBOX MICROSOFT | MICROSOFT MICROSOFT FINAL USER

DEFENDER | ' CONDITIONAL ACCESS INTUNE DESTINATION
«* EDR / XDR
2 ' Feeding
| EMAIL SOURCE Threat Int.
‘ NG Data Loss Preventlon Microsoft Defender Microsoft Defender w Evaluates the user. Ensures the device ’ OR
, (OLP) for Office 365 for Off‘ce' 365 device, location, and is compliant, healthy,
Email sent i Scans the email and (Safe Attachments) (Post-delivery risk in real-time and meets corporate
fron'! external Filters spam, phishing, attachments for Opens attachments Protection) before allowing security policies
or internal and malicious content sensitive data and and URLs in an Performs additional access to the email before the email D
sender using threat enforces policies isolated environment checks after delivery and related is accessible. Vessel Device
intelligence and to prevent data to detect zero-day and remediates resources. ) )
machine learning. leakage. threats and detected threats Email delivered
malicious behavior. automatically. securely to the
intended user.
Blocks unwanted Protects sensitive Detects and blocks Continuous Ensures only 2.1 Enforces device
or malicious email a information advanced threats protection & a trusted access @ compliance
remediation & security
Layered Protection. End-to-End Security. Each layer adds a critical control, ensuring that only safe, compliant, and authorized

emails reach the user—whether in the office or at sea.
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» Managing cyber incidents in a time

Readiness Response Recovery

impact on the ‘recovery curve”

Exercise
Audit
Review

3min- 3days - 3months

Implementation / Training

Resumption/incremental recovery

Business impact analysis
Strategy / Plan development

Management

Preparation & Planning

1-9 minutes

Control [{EIE

Mgy PARTNER. SHIP. REDEFINED.




WELCOME
ABOARD!

Marlow Navigation Co. Ltd.
13 Alexandrias Street, 3013
P.O. Box 57077, CY-3720

Limassol, Cyprus

Tel: +357 25 882 588
info@marlowgroup.com
www.marlow-navigation.com
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mailto:info@marlow-navigation.com
marlow-navigation.com
https://www.facebook.com/MarlowNavigationGroup/
https://twitter.com/marlow_group
https://www.linkedin.com/company/marlow-navigation
https://www.instagram.com/marlownavigation/
https://www.youtube.com/c/MarlowNavigationGroup
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