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The Digital Sea:
Opportunity and Exposure

* Digital Transformation in Shipping
* Al, Automation, Smart Systems, CCTV, SatCom

* Opportunities
* Greater efficiency and predictive operations
* Enhanced safety and situational awareness
* Real-time visibility from bridge to shore

* Exposures
* Increased cyber and datarisks
* Expanded attack surface
* Higher legal and contractual liability




Theme I: Connectivity - The Legal
Architecture of the Connected Vessel

* Every data link = legal link e e LSBT

* Contracts must define: Sl ESED B SR AL
access - liability - N
notification X

e IMO MSC-FAL.1/Circ.3 2> SATELLITE
Cyber risk = Safety risk

* GDPR & cross-border data
compliance
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Governance and
Compliance at Sea

Board
accountability
for cyber
governance

Flag-state & Vendor due
class society diligence &
requirements audit rights




Theme ll: Navigation 2 T
Autonomy, Accountability, -
Algorithmic Law

« Smart navigation = Shared
decision-making

 Who is liable when Al errs?

« Data = evidence, Integrity =
liability shield




SECURE SHIP LOGS

Data Integrity and
Digital Evidence

 Tamper-proof logs & audit trails
* Chain-of-custody for sensor data

e Certified Al & human override
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Theme lll: Resilience -
From Cybersecurity to °
Legal Preparedness

CYBER INCIDENT LIFECYCLE - FROM BREACH TO LEGAL RESOLUTION
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BREACH RESPONSE  NOTIFICATION REGULATOR  INSURER

Cyber incident =
multi-
jurisdictional legal
event

Notification,
Evidence,
Contracts,
Insurance

Duty of Cyber Due
Diligence




Building Legal
Resilience ,

Il |ntegrate legal counsel in design |
phase S

Governance

Legal Oversight

—— Audit &
Documentation

LEGAL RESILIENCE
BY DESIGN




The Human Element:
Culture & Training

People = first &
last line of
defense

Continuous
training &
simulation

Leadership
defines cyber
culture




Legal Beacons for the S i
Digital Voyage -

Design for Security &
Legality

Elevate Governance to
the Boardroom

Invest in People & — a =
Partnerships DESIGN GOVERNANCE PEOPLE




The Future:
Smart - Connected -

Accountable

Connected ships =
global legal ecosystems

Accountability drives
trust

Law & technology must ’

sail together
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Let us ensure our ships of future
are not only connected and intelligent—
but also compliant, secure, and resilient.
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