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COVID-19’s Impact
on Cybersecurity
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• The COVID-19 pandemic has forced organisations and individuals
to embrace new practices such as social distancing and remote
working. Governments are reconsidering ways to ensure that their
countries are stable by developing and enforcing new economic
plans. Nevertheless, while the world is focused on the health and
economic threats posed by COVID-19, cyber criminals around the
world undoubtedly are capitalizing on this crisis.

• Cyber Intelligence Centres, observe spikes in phishing attacks,
Malspams and ransomware attacks as attackers are using COVID-
19 as bait to impersonate brands thereby misleading employees
and customers. This will likely result in more infected personal
computers and phones. Not only are businesses being targeted,
end-users who download COVID-19 related applications are also
being tricked into downloading ransomware disguised as
legitimate applications.
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Coronavirus-Related Cyberthreats
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Cyberthreats have exploded in 2020, exploiting the needs and fears of global populations.

“This is social engineering at its worst — and unfortunately, it’s more likely to work in these uncertain times.
People haven’t become more gullible in the past six months; they’ve become used to big changes in small
messages. When the next news headlines could be a matter of safety or sickness, it’s much easier to believe
information that appears right in your inbox.” explains Cindy Murphy.  
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Coronavirus-Related Cyberthreats
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1. 33,000 unemployment applicants were exposed to a data security breach from the Pandemic Unemployment Assistance 
program in May. (NBC)

2. Scams increased by 400% over the month of March, making COVID-19 the largest-ever security threat. (ReedSmith)

3. In April, Google blocked 18 million daily malware and phishing emails related to Coronavirus. (Google)

4. Half a million Zoom user accounts were compromised and sold on a dark web forum. (CPO Magazine)

5. There are 1,767 high-risk Coronavirus themed domain names created each day. (Palo Alto Networks)

6. 471 fake online shops selling fraudulent COVID-19 items were taken down in the UK. (ZDNet)

7. 450 active WHO email addresses and thousands of COVID-19 response team’s email addresses were leaked in April. (WHO)

8. Visits to popular hacker websites and forums increased by 66% between March and May. (cybernews)

9. First Cyprus  SiMM Hijacking cases .  
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