
Making cyber risk management 
tangible and efficient

Jakob P. Larsen, Head of Maritime Security

jpl@bimco.org

1st CSN Cyprus Shipping ICT Conference, 24 September 2020 



The BIMCO Membership



BIMCO’s share of world cargo fleet 58% 



Products

• contracts 
and clauses

• SmartCon

• Shipping KPI

• publications

Training

• face-to-face 
courses

• webinars

• tailor-made 
courses

Regulation

• NGO at IMO

• regular 
engagement 
with regional 
regulators

Information & advice

Ships

• technical 

• environmental

• safety

• security

Commercial

• chartering support

• port and cargo 
databases

• credit risk

• debt recovery

• fraud alerts

• market analysis

BIMCO’s 4 core services



Copenhagen, 27 June 2017



IMO resolution MSC.428(98) Maritime 
cyber risk management in safety 
management systems
• An approved safety management system should take into 

account cyber risk management in accordance with the 
objectives and functional requirements of the ISM Code

• Administrations to ensure that cyber risks are appropriately 
addressed in safety management systems no later than the first 
annual verification of the company's Document of Compliance 
after 1 January 2021

• precautions […] could be needed to preserve the confidentiality 
of certain aspects of cyber risk management
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Cyber

People safety

Environm. safety

Asset safety

Cargo safety

Robbery, theft

Ship Security 
Assessment incl. 
physical access

Vandalism

Cyber Risk  
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List of critical equipment 
and critical technical 
sytems
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Managing cyber risks: a practical example
Topics

Management 
instruments

Assessments

Logical map of 
networks

Inventories (IACS rec. 166)
• Communicating devices
• Communication devices
• Software
• Network services

Workplace safety 
risk assessments

Safety 
Management 

System



Risk assessment

ISM Code 1.2.2
“Safety management objectives of the 
company should, inter alia: 
1. […]
2. assess all identified risks to its ships, 
personnel and the environment and 
establish appropriate safeguards”



Looking closer at risk as a concept

Risk

Likelihood

Vulnerability

Threat

Capability

Opportunity

Intent

Impact

Risk = Impact x Vulnerability x ( Capability x Opportunity x Intent )

Threat

Likelihood



Evaluating threats

Threat

Capability

Opportunity

Intent

❖ Phishing
❖ Malware
❖ Hacking
❖ Social engineering
❖ Denial of service

❖ Internet
❖ Wifi
❖ Removable devices
❖ Physical access

❖ Financial gain
❖ Vandalism
❖ Personal motives
❖ Political motives

Examples:

Applicable to
• OT systems
• IT systems



Risk matrix



Using existing SMS methodology



Immediate steps

•Map remote accesses and data flows
• Segregate critical systems’ networks (this reduces 

opportunity)
•Protect access to shipboard computers and systems 

(firewall, password management, removable media ports, 
physical access control)
•Protect email and other internet facing systems and 

software (antivirus)
• Initiate awareness training of all staff



Thank you

www.bimco.org


